
Digital Materiel Management for Contested Logistics 
Mark Twain is reputed to have said, 

"History doesn't repeat itself, but it often rhymes..." 
In 2008 the USAF deactivated its Combat Logistics Support Squadrons (CLSS).  This decision 
was based on the fact that during that period of history 
the Air Force (AF) executed the fight against US 
adversaries, achieving air superiority in the early hours 
of a conflict.  Hence, the AF wasn’t experiencing severe 
aircraft battle damage and frankly hadn’t seen 
significant battle damage to aircraft since Desert Storm 
(Figure 1).   To better employ and engage their Airmen, 
CLSS was folded into the day-to-day operations of the 
AF Depots.  Today, as we prepare for the threat of a full-
scale conflict in the Asia-Pacific Theater our near-peer 
competitor has significantly increased their air-based 
warfighting capabilities, causing a concern that we may 
sustain severe aircraft battle damage in any future 
conflict.  Hence, taking a page from the history books, 
now is the time to relook the concept of CLSS with the 
emerging capabilities of digital age tools and develop the capability to supply mobile logistics 
support including maintenance, resources, and transportation in a contested logistics environment. 

At both the 2022 AFA symposium and the recent DARPA Forward Conference in 
Ohio, the CSAF, General Charles “CQ” Brown Jr., proclaimed,  

"We have done this before, and we will do it again!" 
 

Question then is…..How?  Digital Engineering offers the opportunity to marry operational 
simulation with engineering analysis.  Combining this capability with real-world feedback from 
the Logistics & Operations Airmen will enable the rapid development of Digital Materiel 
Management capabilities for future conflict scenarios with near peer adversaries.  Recognizing 
that the digital enterprise landscape is complex, a ‘learn by doing’ approach utilizing an 
Industry/Government/Academia ‘Pathfinder’ effort can be used to define gaps and opportunities 
for digital methodologies.  A Technical Interchange Meeting with representatives from the Air 
Force, Industry and Academia was held in in Dayton on 14 Feb 2022 to define an initial Pathfinder 
effort. The consensus of the group was that a Digital Materiel Management System that fits into 
a JADC2 framework will be essential to logistics support in a contested environment. The goal 
of the Digital Materiel Management for Contested Logistics Pathfinder is to define and pilot digital 
tools and infrastructure that enable combat support logistics within a JADC2 framework. ACC/A4 
personnel have reviewed the Digital Materiel Management System concept and recommended that 
the Pathfinder focus on maximizing fighter availability within an Agile Combat Employment 
(ACE) environment with limited or no logistics support other than comms and data. 
 

Funding Requested: $15.0M 
 

Discussion:  On December 1, 2021, the US Air Force released Doctrine Note 1-21, Agile Combat 
Employment. The document highlights a 65% reduction in overseas basing since the end of World 
War II. It is against this backdrop that adversary technology has advanced to a point where once 

Figure 1: The A-10 above, tail number 664 flown 
by Capt Paul Johnson, was hit by a SAM and 
recovered at King Khalid Military City. 



secure overseas main operating locations are now under threat. To meet the challenge the Air 
Force is investing heavily in Agile Combat Employment (ACE) where “a proactive and reactive 
operational scheme of maneuver is executed within threat timelines to increase survivability while 
generating combat airpower”. Put in other words, the new concept for combat operations is the 
ability to move, refuel, repair, rearm, and re-engage before our adversary can Observe, Orient, 
Decide, and Act (Col John Boyd’s OODA Loop). 
The success of this construct relies on two fundamental assumptions. First, an adaptive basing 
structure that thwarts the adversary’s ability to accurately target air assets. In essence, a shell game 
is played with airpower where the adversary is always guessing the location of air assets. The 
current ACE basing concept is shown in Figure 2. 

Figure 2: Agile Combat Employment construct defining the basing spectrum from the “most 
capable” Main Operating Bases (MOB) to the “least capable” Initial Contingency Locations 
(ICL). Source: Doctrine Note 1-21, Agile Combat Employment 
The second foundational assumption is the development of the next generation digital Command 
and Control system that supports a fast-moving multi-domain scheme of maneuver. That system 
is the Joint All Domain Command and Control system (JADC2).  JADC2 is the DOD’s concept to 
connect sensors from all of the military services into a single network to enable commanders to 
make better decisions by collecting data from numerous sensors, processing the data using 
artificial intelligence algorithms to identify targets, then recommending the optimal weapon—both 
kinetic and non-kinetic (e.g., 
cyber or electronic weapons)—
to engage the target.  In the 
past, each of the military 
services has developed its own 
tactical networks which was 
incompatible with those 
developed by their sister 
services. To get inside of the 
adversary’s OODA loop, we 
know that future conflicts will 
require decisions to be made 
within hours, minutes, or 



potentially seconds compared with the current multiday process to analyze the operating 
environment and issue commands.  JADC2 envisions providing a cloud-like environment for the 
Joint Force to share intelligence, surveillance and reconnaissance data, by transmitting across 
many communications networks, to enable faster decision making.  To implement JADC2, the Air 
Force is developing the Advanced Battle Management System (ABMS), a network intended to 
provide data to pass information across all domains.  
Current JADC2 efforts are focused on rapid target engagement rather than sustainment and MRO 
operations. The Digital Materiel Management System focuses on the agile battlefield logistics 
essential to rapid target engagement. To better understand the relationship of the Digital Materiel 
Management System to JADC2 the following example is instructive: 
Use Case - “Pit Stop” on Demand 
Upon successful completion of their initial combat sortie, a four-ship flight of F-35s is returning to 
the Forward Operating Site (FOS) for re-fueling and re-arming. While enroute, the number three 
aircraft, Callsign Bronco 3, is notified via the onboard health computer of a fault detection and that 
the pilot should land within 30 minutes to evaluate a potential safety-of-flight problem. 
In real time, the fault notification is passed via encrypted means into the Digital Materiel 
Management System. The maintenance community, via the Mx user-defined interface, receives 
word and FOS capabilities are reviewed. Additionally, the Combat Ops floor receives notification 
that the flight’s next mission is at risk. Options for Maintenance and Combat Ops begin to populate 
in JADC2. Within seconds maintenance confirms the FOS has the appropriate levels of 
maintenance; however, parts may not be available. The Digital Materiel Management System   
begins to source potential parts and the Flight Lead received a recommendation to continue to the 
FOS. The Flight Lead directs Bronco 3 to priority land at the FOS ahead of the formation. Air 
Traffic Control, aware of Bronco 3’s requirements, gives them priority and upon landing directs 
Bronco 3 to taxi to a prepared area where the maintenance team awaits. 
After shutdown, maintenance crewmembers collect mission and vehicle system parametric data 
including health and status alerts that were generated during the mission. The maintainer directs 
the diagnostics analyzer to assess the severity of the alerts. All information is fed into JADC2 for 
awareness and future decision making. 
The analyzer is connected to the larger maintenance/logistics support network structure and 
database. The diagnostics analyzer and system network determine the fault was generated by a 
damaged part in the stabilizer control. Furthermore, it shows the stabilizer control is still nominal 
and within flightworthiness tolerance; however, 
its remaining useful life is no more than 40 
flight hours. The Digital Materiel Management 
System recommends immediate replacement of 
the faulty bearing to prevent further damage and 
notifies the maintenance team that a new 
stabilizer control will take seven days to 
provision, 10 to 12 hours of maintenance 
downtime to complete, and is optimally 
accomplished at a MOB, not the FOS. The 
JADC2 system, with the new logistics 
information from the Digital Materiel 
Management System, recommends an available 



maintenance slot be scheduled at the MOB, orders the new control, and schedules the maintenance. 
C2 approval are granted at the appropriate levels.   
Combat Ops is notified via JADC2 and the JFACC opts to fly the aircraft until the MOB is ready 
for the full repair … and the follow-on combat sorties are launched. Bronco 3 can support all 
tasked sorties for the next seven days without operational impact. On the 8th day the MOB is ready, 
Bronco 3 is flown to the MOB for proactive maintenance repairs and downtime is minimal—all 
enabled by the Digital Materiel Management System.  
The Way Forward 

“Current Air Force basing logistics systems are challenged to project, protect, and sustain 
the force in a dynamic, contested operational environment. The processes of setting the 
theater, deploying the force, and maneuvering the force depend on robust, resilient, and 
responsive logistics and infrastructure support and must withstand an adversary’s 
disruption strategy…” 
- Air Force Doctrine Note 1-21, Agile Combat Employment 

As the digital revolution moves forward, it is imperative that common standards set the foundation 
for the development and integration of digital capabilities.  In December of 2021, the Air Force 
released the ACE Doctrine Note and in March of 2022, the Department of Defense (DoD) released 
their first comprehensive JADC2 Strategy. Both documents set the stage for the realistic use cases 
since the ACE concept will integrate into the JADC2 construct.  
Digital Materiel Management for Contested Logistics Pathfinder 
The integration of complex cyber-physical systems and digital constructs such as Digital Twins, 
into an Agile Combat Employment decision-support environment will provide unique 
opportunities to evaluate new technologies as well as assess the impact of the ever-expanding 
availability of data on the battlefield. Digital constructs can be used to inform gaps, and eventually 
guide the formulation of requirements (e.g., communication latency) enabling cross-domain 
solutions and concepts of operation. 
Rapid, repetitive, and real-time Modeling & Simulation (M&S) analysis of big data will be a vital 
key to the development of the Digital Materiel Management System. These tools enable the 
effective exploration of “what-if” scenarios, help increase our understanding of new 
systems/platforms and technologies, and eventually enable the analysis and evaluation of strategies 
for an infinite number of future conflict scenarios, hence pushing the boundaries of established 
tactical and strategic thinking. 
Reduced-order modeling approaches, parametric methods, and multi-resolution modeling 
approaches can be used to conduct extensive exploratory analyses that identify vulnerabilities and 
opportunities. Advances in agent-based modeling can be leveraged to increase understanding of 
cause-and-effect relationships and help with the detection of emergent behaviors providing 
additional realism to the scenarios being modeled and improving the quality of decision making. 
In addition, Contested Logistics scenarios represent a unique opportunity to assess the opportunity, 
challenges, and benefits of leveraging artificial intelligence and machine learning at multiple levels 
of analysis (e.g., mining large volumes of simulation data to generate insights), and decision-
making (e.g., self-aware, decision agents). 
A Pathfinder to explore the value of Digital Twin capabilities to the Digital Materiel Management 
System is defined below. Contested Logistics Use Cases will be used to define the digital tools 



and infrastructure necessary to transform supply and distribution systems from fully connected 
“pull” systems optimized for efficiency to “push” systems that maximize distributed mission 
effectiveness.  This will be accomplished in eight phases: 
Phase 1 will develop a Model Development Kit (MDK). The MDK will define and capture the 
minimum necessary attributes of combat support equipment and consumables (e.g., fuel blivets, 
weapons, other common spares) that enable suppliers to define digital versions of their assets used 
in logistics planning.  
Phase 2 will define base Mx interfaces. These interfaces include refuel/rearm missions to enable 
assessment of equipment required at FOB and determine the minimum equipment required for a 
force package. 
Phase 3 will define a Digital Twin framework. The framework for expeditionary Mx activities 
will include equipment, consumables, people, and mobility assets. 
Phase 4 will ID necessary data sources and databases. This phase also includes the initial 
definition and modeling of C2 relationships and hierarchies that illuminate challenges to DMMS. 
Phase 5 will generate a User Interface (UI) prototype leveraging information in Digital Twin(s) 
for a logistician to define and assess requirements and optimize delivery. 
Phase 6 will define an API that enables ingestion of maintenance parts and needs. The API will 
be used to compare to spares inventory.  
Phase 7 will take Digital Twin(s) of a common weapon and compose a model to include supply 
chain contributions. This model will enable comparison of magazine depth to time-to-build. 
Phase 8 will validate or modify the Figures of Merit (FOM) developed in Phase 1, e.g., sorties 
saved, fewest assets required for expeditionary Mx package, physical space, weight, quantity, 
comparison to Mx package for individual aircraft at MOB. 
 

"To generate combat power from a number of 
locations to create dilemmas for an 
adversary...I just need a runway, a ramp, a 
weapons trailer, a fuel bladder, and a pallet of 
[Meals, Ready-to-Eat]. That’s maybe a little 
bit bold, but the point is, we’ve got to be light, 
lean and agile.” 
 
  General Charles “CQ” Brown, Jr 
  Chief of Staff, US Air Force 
 
 
 

 
For Reference: https://gtvault-my.sharepoint.com/:b:/g/personal/opinon3_gatech_edu/EZl0Sd-
eQ6hPu4sVlvJlnYIBN_lziuCZ4Yy1nKRTQ_uh4g?e=GLP4I 
 


